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Analista de“S”eguranga

David Pereira
Analista de Redes - Algar Telecom
davidarantes@gmail.com

fppt.com



O gque faz?

* Detecta e previne ameacas cibernéticas.

* Verificacao de vulnerabilidades (software, hardware e
redes), deve achar métodos para protecao.



Responsabilidades "*'ﬁ?%}?@fﬁ:?ﬁf

......

* Planejar, implementar e atualizar controles e medidas de
seguranca.

* Estabelecer planos e protocolos para protecao de

arquivos digitais e sistemas de informacao contra acesso
nao autorizado, incluindo modificacao e ou destruicao.



Responsabilidades

* Monitoracao de acessos seguros.

* Execucao de testes de vulnerabilidades, analise de risco
e medidas de seguranca.

* Conducao de auditorias internas e externas.



Responsabilidades

* Antecipar-se a alertas, incidentes e disastres para
diminuicao de chances de ocorréncia.

* Geréncia de redes, Deteccao de intrusao e prevencao de
Intrusao.

* Analise de violacdes de seguranca para determinacao
das causas raizes.



Responsabilidades

* Recomendacao e instalacao de ferramentas apropriadas
para contramedidas.

* Definicdo, implementacdo e manutencao de politicas de
seguranca.



Responsabilidades

* Treinamento de funcionarios na conscientizacao de
procedimentos de seguranca.

* Coordenacao de planos de seguranca em conjunto com
empresas externas.
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* Analistas e administradores sao semelhantes, porém
com responsabilidades diferentes.

Analista de seguranca.

* Analisam dados e recomendam mudancas. Nao
autorizam e implementam.



?}r':l |;
Wl

Analista Vs. Administrador’

:;“"{ %ﬁ‘% q‘h\ \

B‘? ALY

mm#‘ﬂhn’ma'n

Administrador de seguranca.

Garante gue os sistemas funcionem como foram
desenhados.

Fazem mudancas, aplicam patches e configuram novos
usuarios administrativos

Mantém os sistemas funcionando.

e Geralmente o Analista executa as mesmas tarefas.
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Experiéncia e eX|genC|a9,1«,,1,9},?@?3,‘;%?

* Depende da necessidade de cada empresa, exige-se de
1 a5 anos.

* Nao se exige um diploma, geralmente sao cientistas da
computacao ou areas afins.

* Certificacoes



" 2 *’J‘Wu _—
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* IDS/IPS

* DLP, Anti-malware

* Redes de computadores
* Firewalls

* Sistemas Operacionais
* Programacao

* Computacao em nuvem
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* CompTIA Security+
* SSCP (Systems Security Certified Practitioner)

* CEH (Certified Ethical Hacker)
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amazon cona academic

Departments - Your Amazoncom Today's Deals Gift Cards & Registry Sell  Help

Books  Advans

New Releases  NEW BestSellers & More  The New York Times® BestSellers  Children's Books  Textbooks  Textbook

CCENT/CCNA ICND1 100-105 Official Cert Guide, Academic Edition 1st Edition

by Wendell Od:

Look inside 3
eTextbook 00 Hardcover  Book Supplement  Other Sellers

from §60.00 $44.50 - $60.41 §$115.98 from $44.49

o Buy used
Official Cert Guide
Y. J *) Buy new
= Only 18 left in stock (more on the way).
LI1SCQO Ships from and sold by Amazan.com. Gift-wrap available
C3

] Want it Wednesday, May 31? Order within 16 hirs 17 mins and choose Twe-Day Shipping at checkout.
o . Details
D1 100-10

ccna academic

Books  Advanced Search  New Release NEWI Amazon Charts  BestSellers & More  The New York Time s® Best Seller nildren's Book

primestudem 50% off Prime for college students tm:

CCNA Routlng and Switching 200-125 Official Cert Guide Library, Acz

by Wendell ¢

ks Hardcover  Book Supplement  Other Sellers
$77.68 $195.98 from $69.71
Official Cert Guide

Buy new
Only 1 left in stock (more on the way).

Ships from and sold by Amazon.com. Gift-wrap available

Want it Wednesday, May 317 Order within 9 hrs 16 mins and choose Two-Day Shipping at checkout

Routing and
Switching 200-125
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* Redes (CCNA e Livro Apoio)

ama;on Al network Kurose Q
=] Hello. Sign in
@ - Account & Lig

Departments ~ Your Amazon.com Today's Deals Gift Cards & Registry Sell Help
The New York Times® Best Sellers ~ Children's Books ~ Textbooks — Texit

Best Sellers & Mare

NEW! Amazon Charts

JLCEPLEEE 50% off Prime for college students Leanmore:
¢ Back to search results for "network kurose

Computer Networking: A Top-Down Approach (7th Edition) 7th Edition

Books  Advanced Search  New Releases

by James Kurose (Author), Keith Ross (Author)

Ry b 11 customer reviews

Paperback  Other Sellers

Hardcover
from $26.03

$26.03 - $151.72 $41.35

Rent
Buy used

KUROSE * ROSS *! Buy new

In Stock.
Ships from and sold by Amazon.com. Gift-wrap available.

Want it Wednesday, May 31? Order within 16 hrs 14 mins and choose Two-Day Shipping at checkout.

Details
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* CompTIA Security+
CULEETEELE 50% off Prime for college students Leammore:
¢ Back to search results for "CompTIA Security +

CompTIA Security+ Study Guide: SY0-401 &th Edition
by Emmett Dulaney (Author), Chuck Easttom ¥ (Author)

WM LT T 120 customer reviews

Look inside ¥ .
Study Guide Kindle 0o Paperback = Mass Market Paperback  Other Sellers
from $20.00 $10.35 - $25.87 $30.99 from $10.35
Rent
@ ¢ Buy new

S Curltm In Stock.
Ships fram and sold by Amazon.com G\’[-Wraﬂ available.

STUDY GUIDE

- [ . Want it Wednesday, May 317 Order within 16 hrs 13 mins and choase Two-Day Shipping at checkout.

Details

nuesets Courses  Pricing  Resources  GSA Signin Q

U Start with 7 free days of training.

Gain instant access to our entire IT training library, free for your first week.

Train anytime on your desktop, tablet, or mobile devices.

VIDEOS TRANSCRIPT COMMENTS

CompTIA Security+ SY0-401 [ rerworan |

The CompTIA Security+ certification is an internationally recognized validation of foundation-level security
skills and knowledge. The exam will certify that the successful candidate can identify risk, participate in
risk mitigation activities, and provide infrastructure, application information, and operational security. This
course will prepare you for the CompTIA Security+ SY0-401 exam, including the knowledge of security
controls to maintain confidentiality, integrity, and availability.... show more
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¢ Bay sults for "SSCP

by G

rge Murphy (Author)

¥ 18 customer reviews

Look inside ¥

Study Guide

2" Official Study Guide

SSCP |

(SC) Systems Security Certified Practitioner
Official Study Guide

* SSCP e Ethical Hacking
=T

50% off Prime for college students teammore-

SSCP (ISC)2 Systems Security Certified Practitioner Official Study Guide 1

Kindle 01 Paperback  Other Sellers
from $48.31 $34.86 from $30.80
Buy new

Only 15 left in stock (more on the way).
Ships from and sold by Amazon.com. Gift-wrap available

Want it Wednesday, May 312 Order within 9 hrs 12 mins and choose Two-Day Shipping at checkout. Details

< C 88 | @ CBTNuggets, LLC [US] chtnuggets.com

nue<ets Courses  Pricing  Resources  GSA

More Buying Choices

VIDEOS TRANSCRIPT COMMENTS

B3

This Certified Ethical Hacker (CEH) v9.0 video training course teaches you the ethical hacking tools and
techniques needed to improve your netwark’s security posture. CBT Nuggets trainer Keith Barker walks
you through building your own practice lab, including using evaluation software, and encourages you to
not only watch and enjoy the videos, but practice everything hands-on in your own lab environment

show more

EC Council Certified Ethical Hacker v9.0

VIDEO TITLES DESCRIPTIONS

1. Welcome
2 Building a LAB: Concepts
3. Building a LAB: Networking

4. Deploy a Kali Linux VM

signin Q

Training Features

Practice Exams

These practice tests help you review your
knowledge and prepare you for exams

« Transcender EC-Council Cert-312-50




Gula de estudos

* Links para compra dos materiais

Cisco CCNA Academic Edition
https://www.amazon.com/CCENT-ICND1-100-105-Official-Academic/dp/1587205971/ref=sr_1 1?
Ie=UTF8&(qid=1496062610&sr=8-1&keywords=ccnat+academic

https://www.amazon.com/Routing-Switching-200-125-Official-Academic/dp/1587205998/ref=sr_1 3?
1e=UTF8&qid=1496062610&sr=8-3&keywords=ccna+academic

Computer Networks: Kurose
https://lwww.amazon.com/Computer-Networking-Top-Down-Approach-
7th/dp/0133594149/ref=sr_1 1?ie=UTF8&Qqid=1496062772&sr=8-1&keywords=network+kurose
CompTIA Security+ Study Guide: SY0-401

https://www.amazon.com/CompTIA-Security-Study-Guide-SY0-401/dp/1118875079/ref=sr_1 37
Ie=UTF8&(qid=1496062870&sr=8-3&keywords=CompTIA+Security+%2B



Gula de estudos

* Links para compra dos materiais

CompTIA Security+ Video Aulas: SY0-401
https://www.cbtnuggets.com
https://www.cbtnuggets.com/it-training/comptia-security-plus-sy0-401

SSCP (ISC)2 Systems Security Certified Practitioner Official Study Guide
https://www.amazon.com/Systems-Security-Certified-Practitioner-Official/dp/1119059658/ref=sr _1 1?
ie=UTF8&qid=1496062935&sr=8-1&keywords=SSCP

Ethical Hacking
https://www.cbtnuggets.com/it-training/ceh-certified-ethical-hacker-v9



e Softwares

* Cisco Packet Tracer e ou GNS3

s emier:

-
e K

e Oracle Virtual Box ou VMware Workstation
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